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5G Security: Forward Thinking

Summary

Security and privacy for a large system such as 5G cannot be properly built after
other parts of the system design have already been completed. Instead, security
and privacy features need to be built into the system design. This goal requires an
active dialogue between security and privacy community and all other parties who

contribute for 5G technology.

At the moment, many aspects of 5G are still uncertain but certain high level
decisions about security and privacy principles could already be agreed between
the stakeholders. For instance, it could be agreed whether or not 5G security and
privacy solutions would cover the service layer in addition to the access layer. As
another example, time is right to agree whether to extend the role of end-to-end

protection mechanisms from what they have had in previous generations.

Similarly, it could be already agreed now whether to aim for extended protection of

identity and location privacy against active attackers.

All these principles, if adopted, would have an impact on 5G system design and
they could be taken into account in the design from the early phases, and the
dialogue could begin. All issues we have discussed in this paper would be solved at

some stage of the dialogue, once it has started.

Security and privacy requirements are often seen as obstacles or burden in the
system design but ignoring them in the beginning is not cost-efficient in the long run.
Adding features afterwards is less effective and often more costly than including
proper mechanisms from the beginning. In long term, security is a driving factor for
service and network evolution. Since the service and network architecture of 5G
is going through dramatic remodeling, it will improve the feature and competitive
strength for 5G if security protection and privacy consideration is included at early

stage of 5G.
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